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Unifi Protect Alarm Manager v1.0
SIMPL Windows Application Guide

Description

This SIMPL Windows Module provides events from the Unifi Protect Application (Protect
Version 4.1 or greater) Alarm Manager running on a local controller (CloudKey, UDM, UNVR,
etc). The Module responds up to 100 events that are configured in the Alarm Manager.

This Module requires a license that can be obtained by following the steps in later in this

document. Each Module requires a license. Licenses are tied to the Crestron processor and
program slot.

Supported Processors

Any 3 or 4 series appliance, or VC-4 instance, with Ethernet and internet access is required. This
module is not supported on 2-series or earlier processors.

For the Crestron Home version please see https://store.controlworks.com/products/Unifi-Protect-
Crestron-Home.

Compatibility Processor Requirements
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Configuring Unifi Protect Events

This Module provides Events in SIMPL Windows to be triggered from a Unifi Protect
Application Alarm Manager. The Alarm Manager can be configured to trigger events on a
variety of Unifi Protect events including but not limited to doorbell rings, motion detection,
person detection, vehicle detection on a per device basis or global basis. The full list of
events is located in the Unifi Alarm Manager.

Events in the Unifi Protect Alarm Manager must be manually configured to send a notification
to the Crestron Processor using a specific URL.

The below description details how to setup a single event.
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the paths if desired. Figure 1 - Set Paths

e Set the Server Listener Port — scocmon e e e S S S
. [webhook_path99] [webhook_path@9] 39_received_pulse]|//[webhook_path99 received pulse] .
on the MOdUIe' If runnlng [webhook_path100] . [webhook_path100 )0_received_pulse] .-".-'[v-aebhuuk_path100_received_pu|se]:
multlple Modules, this port Webhooks Webhooks
must be unique. You may senver port 62280
Change the pOrt number to Duplicate Request Timeout |[30d I

any port not being used on Figure 2 - Server Port
the system.

e If using this Module on VC-4, you will need to open the Server Listener ports in the
firewall.

Select Device A Critical Detections

e Navigate to Unifi Protect, and R
select the Alram Manager ] ot ot W

Name Target Actions

Baby Crying: G4 Doorbell P G4 Doorbell Pro

Barking: G4 Doorbell Pro G4 Doarbell Pro

Burglar: G4 Doorbell P G4 Doarbell Pro

Car Hom: G4 Doorbell Pro G4 Doorbell Pro

CO Alarm: G4 Doorbell Pro G4 Doorbell Pro

Glass Breakage: G4 Doorbe G4 Doorbell Pro

Motion: G4 Doorbell Pro ‘G4 Doorbell Pro N about 20 hours ago

Package: G4 Doorbell Pro G4 Doorbell Pro

Person: G4 Doorbell Pro ‘G4 Doorbell Pro about 6 hours ago

Ring: G4 Doorbell Pro ‘G4 Doorbell Pro
Siren: G4 Doorbell Pro ‘G4 Doorbell Pro

Smoke Alarm: G4 Doorbell | G4 Doorbell Pro

Speaking: G4 Doorbell Pro G4 Doorbell Pro

Figure 3 - Alarm Manager
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e Select an event, then select “Add
Actions”. In this example, we will
setup a doorbell event on a
specific G4 Doorbell. Once the
action is added we will setup the
Webhook. Baby Crying: G4 Doorbell PG4 Doorbell Pro

Select Device

Barking: G4 Pro G4 Doorbell Pro

Burglar: G4 Doorbell Pro G4 Doorbell Pro
Car Horn: G4 Doorbel ]
CO Alarm: G4

Glass Breakage: G4 Doorbe

Speaki G4 Doorbell Pro G4 Doorbell Fro

Figure 4 - Select Event,Add Actions

e Setup the Action:
o Select the action drop down and select

Webhook.
o Select Custom Webhook. @ Custom Webhook
o Setup the Delivery URL. y URL
The Delivery URL is a combination of http://10.221.107:8228/Event]

Processor IP Address, Server Port number,
and the event path, in the format of

Advanced Settings

Figure 5 - Setup Action

http://[processor_ip]:[Server_Port]/Event[Event_Number]
i.e. http://10.22.1.107:8228/Eventil
e Press Save.

The webhook has now been created. For additional events, the process is the same;
however, the Event URL Path changes per event.

When the event is triggered, the Unifi Protect application will make a request to the specified
Webhook and pulse the corresponding digital output.
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Module Instance License

This Module requires a License that can be obtained by following the steps below. Each
instance of a module in a program module requires an associated license. For example, if you
have 2 modules in a program slot, 2 licenses are required.

Licenses (and the Activation Key) are tied to the:
e Appliance processors:
o Processor and program slot.
e VC-4-PC-3 processors:
o Processor and RoomlID.

Licenses are purchased using the Activation Key. The Activation Key is unique to each
program slot (appliance processor) or VC-4 Room (VC-4 processor), and a different key is
generated for different program slots or VC-4 Rooms.

If you have purchased a license(s) for the processor previously, and you would like to add
additional licenses, additional licenses can be purchased at any time using the same
Activation Key.

License Changes and Transfers

If a processor fails and is replaced the license will need to be updated. If the program slot
(appliance processor) or Room ID (VC-4 processor) changes, the license will need to be
reassigned. We offer one complimentary reassignment of the license. A processing fee is
required for subsequent reassignment of the licenses. Before purchasing a license, we
encourage the use of our Trial Period to allow for development and testing before purchasing
licenses.

All licenses associated with an Activation Key must be transferred together. Unused licenses,
or a quantity of used or unused licenses cannot be transferred.

Trial Period

To aid testing, the Module includes a complimentary 7-day trial period, during which time the
Module is fully functional. This Trial Period functionality requires that the system has active
Internet connection and are able to reach ControlWorks’ activation servers. The Trial period
starts when the module is first loaded to the processor. For offline activation, please contact
us.

Trial mode is only available when no licenses have been purchased for this Module. If a
license(s) has been purchased and applied, any additional Modules that are not licensed will
not enter trial mode and will not function.

Steps for Purchasing a License

Licenses are tied to the Crestron Processor and program slot. The steps below outline how to
purchase a license(s) and how to apply them to the processor. The process is the same for a
Crestron processor appliance or VC-4.

1. Add the Module(s) to your program
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e Ensure the reboot_finished signal is being latched high after program is started and
initialized.
e Ensure the signals [license_status_fb$], [activation_key_fb$], [activation_url_fb$],

[refresh_license_from_file], and [refresh_license_from_server] are defined. You may
comment them out to avoid unconnected signal warnings.

e Compile and load.
Open Crestron Debugger and connect to the system.

3. After the reboot_finished is latched high, the Modules will attempt to retrieve the
license. [license_status_fb$] will display the retrieval status. If the license has been
retrieved, [activation_url_fb$] will contain a URL, that when navigated to, the license
page will be displayed, and the activation key will automatically be entered into the
web site.

e Alternatively, you may copy the value for [activation_key_fb$] and proceed to the
license page at https://store.controlworks.com/products/Unifi-Protect-Alarm-
Manager-License.

i. Place the Activation Key into the Activation Key field on the web page.

4. Enter a Site Reference Name. This is used to help you identify your purchased licenses
and may speed support in some cases.

5. Enter the quantity you wish to purchase. Note that unused licenses cannot be
transferred to a different processor or program slot/room at a later time.

6. Press Order Online for Instant License Activation and complete the payment process.
Once the purchase is complete, the licenses are immediately available for the processor
to be retrieved. Follow the steps below for the processor to retrieve the purchased
licenses.

Steps to Apply Licenses
Once the license(s) have been purchased, you will need to apply them to the processor. This
can be done a few different ways.

Applying licenses from Crestron Debugger:

e Ensure the signals [license_status_fb$], [activation_key_fb$], [activation_url_fb$],
[refresh_license_from_file], and [refresh_license_from_server] are defined in your
program.

e Open Crestron Debugger and connect to the system.

e If you have purchased licenses from the web store, pulse the
[refresh_license_from_server] digital input.

e Alternatively, you may send a console command to initiate a license refresh.

Applying licenses from console:
e Connect to the Crestron Processor using console (for example, using Crestron
Toolbox Text Console, or PUTTY).

e Send the command UCMD: [program slot #] “RETRYAUTH”
i.e UCMD:1 “RETRYAUTH”
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o The Modules will check the activation server for updated licensing information
and will apply the license.

o The console will display updated license information.
o [license_status_fb$] will be updated showing the current license information.

Offline Activation

We understand that not all installations have access to the Internet. Because of this, we offer
an offline activation method. Please contact us for the specific procedure, and please have
the Activation Key available.

Unifi Protect Alarm Manager SIMPL Windows V1.0 ControlWorks Consulting, LLC
Telephone: (+1)440-449-1100 support@controlworks.com http://www.controlworks.com



Signal and Parameter Descriptions

Bracketed signals such as “[signal_name]” are optional signals

DIGITAL INPUTS
reboot_finished ....ccoviiiiiii
[refresh_license_from_file]
[refresh_license_from_server]
[enable_server]

ANALOG INPUTS

[server_port_number_override]

SERIAL INPUTS
[webhook_pathxxx]

DIGITAL OUTPUTS
[licensed_fb]
[trial_license_valid_fb]
[perpetual_license_valid_fb]

[server_enabled_fb]
[webhook_pathx_received_pulse]

ANALOG OUTPUTS
This module does not use any analog outputs.

SERIAL OUTPUTS
[license_status_fb$]
[activation_key_fb$]
[activation_url_fb$]

PARAMETERS
Server Port

Duplicate Request Timeout

set to high after reboot is finished and program is
started. Do not use 1.

Pulse to refresh license from the file system.

Pulse to refresh the license from the licensing server.
Latch high to enable the Listener. Latch low to disable
server.

Use to override the Server Port Parameter during
runtime. Valid values are 1-65535d. Care should be
taken to not use a port currently in use elsewhere in
the system.

Input used to define the path of the webhooks. The
path must start with a forward slash i.e. “/Event5”.

High when there is a license present.

High when there is a license and the license is trial.
High when there is a license and the license is
perpetual.

High when the server is listening.

Pulsed when the server receives a request containing
the path as defined by [webhook_pathx]

String indicating the current status of the license.
Serial indicating the Activation Key.
Serial indicating the License purchase URL.

Enter the port number the Listener Server should listen
for requests on.

This setting prevents multiple events from firing if the
same webhook path is repeatedly called within a short
period. The default timeout is 30 seconds. When a
request is received on a specific path, the event will
fire only if it hasn't been triggered by a request to the
same path within the last 30 seconds. If another
request is received on that path within this timeout
window, the event will not fire again.

Unifi Protect Alarm Manager SIMPL Windows V1
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Support

This Module is supported by ControlWorks Consulting, LLC. Should you need support for this
Module you may email us at support@controlworks.com or call us at:

e (+1) 440 449 1100 (Cleveland, Ohio)

e (+1) 508 695 0188 (Boston, Massachusetts)

e (4+1) 202 381 9070 (Washington, DC)

e (+44) (0)20 4520 4600 (London, England)

ControlWorks normal office hours are 9 AM to 5 PM US Eastern time, Monday through Friday,
excluding holidays.

Updates

Updates, when available, are free of charge, and are automatically distributed via our
webstore. If you have purchased a license, you will receive an email notification to the
address entered when the license was purchased. In addition, updates may be obtained using
your username and password at https://store.controlworks.com/account/login.aspx.
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Distribution Package Contents

The distribution package for this module should include:

Unifi_Protect_Alarm_Manager_Demo_v1.0_(ControlWorks).smw
Unifi_Protect_Alarm_Manager_v1.0_(ControlWorks).umc
Unifi_Protect_Alarm_Manager_Engine_v1.0_(ControlWorks).usp
Unifi_Protect_Alarm_Manager_Engine_v1.0_(ControlWorks).ush
UnifiProtectAlarmManager.clz

Demonstration Program
Main User Module
SIMPL+ for use inside main module
SIMPL+ header file, for use inside main module
SIMPL# module for use in SIMPL+ module

Unifi_Protect_Alarm_Manager_v1.0_(ControlWorks)_Help.pdf This help file.
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Revision History

V1.0 caleb@controlworks.com 2024.05.01
-Initial Version

Development Environment

This module version was developed on the following hardware and software. Different versions

of hardware or software may or may not operate properly. If you have questions, please contact
us.

Crestron Hardware Firmware Version
CP3 v1.8001.5362.29861
PRO4 v2.8003.00055
VC-4 4.0003.00045
TSW-1060 v1.002.0031
Software Software Version
SIMPL Windows 4,28
Device Database 200.345
Crestron Database 224.05
Unifi Protect Alarm Manager SIMPL Windows V1.0 ControlWorks Consulting, LLC

Telephone: (+1)440-449-1100 support@controlworks.com http://www.controlworks.com



ControlWorks Consulting, LLC Type 5 Module/Module License
Agreement

Definitions:
“ControlWorks”, “We", and “Us"” refers to ControlWorks Consulting, LLC, with headquarters located at 8228 Mayfield Road Suite 6B Rear, Chesterland,
Ohio 44026.

“You"” refer to the entity installing, integrating, or otherwise deploying the Module.
“End User” refer to the person or entity for whom the Crestron hardware is being installed, utilize, and/or will utilize the installed system.

“Module”, “Module”, and “Licensed Software” each include all components provided by ControlWorks pursuant to this license agreement required for
or useful in implementing the functionality described herein. The Licensed Software includes but is not limited to files with extensions such as UMC,
USP, CLZ, SMW, VTP, and PKG.

"Type 2 Module/Module License” refers to a module license that is granted to a specific Crestron processor and a single controlled device; a separate
license must be purchased for each combination of Crestron processor and controlled device.

“System” refers to all components described herein as well as other components, services, or utilities required to achieve the functionality described
herein.

“Demo Program” refers to a group of files used to demonstrate the capabilities of the Module, for example a SIMPL Windows program and VisionTools
Touchpanel file(s) illustrating the use of the Module but not including the Module.

“Software” refers to the Module and the Demo Program and any files provided by ControlWorks as part of the distribution package including the
Module, Demo Program, and associated documentation.

Disclaimer of Warranties

ControlWorks Consulting, LLC software is licensed to You as is. You, the consumer, bear the entire risk relating to the quality and performance of the
Licensed Software. In no event will We or any of our Licensors be liable for direct, indirect, incidental or consequential damages resulting from your
use or attempt to use the Licensed Software, or for any defect in the Software, breach of security, or other failure or malfunction even if We had
reason to know of the possibility of such damage. If the Licensed Software proves to have defects, You and not Us must assume the entire cost of
any necessary service, repair, or other loss resulting from such defects.

Indemnification/Hold Harmless

ControlWorks, in its sole and absolute discretion may refuse to provide support for the application of the Module in such a manner that We feel has
the potential for property damage, or physical injury to any person. Dealer shall fully and unconditionally indemnify and hold harmless ControlWorks
Consulting LLC, its employees, agents, licensors, and owners from any and all liability, including direct, indirect, and consequential damages,
including but not limited to personal injury, property damage, or lost profits which may result in any way from the operation (or failure to operate) of
a program or System containing Licensed Software or any component thereof.

Provision of Support

We provide limited levels of technical support only for the most recent version of the Module as determined by Us. We do not provide support for
previous versions of the Module, modifications to the module not made by Us, or to persons who have not purchased the Module from Us. In
addition, we may decline to provide support if the demo Program has not been utilized. We may withdraw a module from sale and discontinue
providing support at any time and for any reason, including, for example, if the equipment for which the Module is written is discontinued or
substantially modified. The remainder of your rights and obligations pursuant to this license will not be affected should We discontinue support for a
Module.

Modification of Software

You may not decrypt (if encrypted), reverse engineer, modify, translate, disassemble, or de-compile the Licensed Software in whole or part. Any
modifications to the Licensed Software shall immediately terminate any licenses purchased with respect thereto. You may, however, modify the
Demo Program.

License Grant

You may use the Licensed Software on the specific Crestron Processor identified when the license was purchased or otherwise granted by
ControlWorks. You may integrate with only as many devices using the Licensed Software as you have been granted licenses for (for example, if you
purchase 3 licenses associated with a processor, you may control up to 3 devices using the Licensed Software from that processor).

Licenses are generally non-transferrable, however in ControlWorks sole discretion, ControlWorks may grant a transfer of an existing license to a new
Crestron Processor. If granted, transfer may be subject to an administrative fee as determined by ControlWorks from time to time, and the prior
license may be disabled remotely.

You may permit End Users to utilize the functionality provided by the Licensed Software as part of a Crestron Home configuration or Crestron
Program, as applicable.

Software authored by ControlWorks remains the property of ControlWorks. Upon purchasing one or more Licenses, ControlWorks grants You the non-
exclusive, non-transferable, perpetual license to use the specific Software authored by ControlWorks as a component of Systems programmed or
configured by You for which a License has been acquired. This Software is the intellectual property of ControlWorks Consulting, LLC and is protected
by law, including United States and International copyright laws. Except as part of a completed configuration (for Crestron Home® Processors) or
program (for all other devices) the license granted herein, may not be transferred, resold, or assigned by any means.

The use of this software indicates acceptance of the terms of this agreement.

Copyright (C) 2024 ControlWorks Consulting, LLC All Rights Reserved - Use Subject to License.
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US Government Restricted Rights. Use, duplication or disclosure by the Government is subject to restrictions set forth in subparagraphs (a)-(d) of
FAR 52.227-19.
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